APPROVED HAULIER SECURITY PROGRAMME


The document has been published on the basis of Attachment 6-K of the Commission Implementing Regulation (EU) 2015/1998 of 5 November 2015 laying down detailed measures for the implementation of the common basic standards on aviation security.
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Detailed requirements for approved haulier security programme:

	Chapter
	Contents
	Date of  last modification

	1
	Contact details
	Tap to enter text
	2
	Personnel
	Tap to enter text
	3
	Transport and protection of air cargo and mail
	Tap to enter text
	4
	Limited storage/transhipment of air cargo and mail
	Tap to enter text
	5
	Internal quality control
	Tap to enter text
	6
	Insider threat and security culture
	Tap to enter text
	7
	Attachments: national requirements
	Tap to enter text


This approved haulier security programme is designed to describe and assess existing security precautions based on the criteria for hauliers set out in point 6.5 of Implementing Regulation (EU) 2015/1998. It is intended to allow for the fulfilment of requirements prior to being a subject to an official verification.
The applicant shall submit a security programme to the President of Civil Aviation Authority. The programme shall describe the methods and procedures to be followed by the haulier in order to comply with the requirements of Regulation (EC) No 300/2008 and its implementing acts.
The approved haulier security programme shall be protected from unauthorised access and used on a company-internal basis only, as it contains security relevant information. All persons entrusted with aviation security tasks must have demonstrable knowledge of the security programme’s content as well as the ability to apply it.
Instructions for completion:
If specified procedures do not apply to the specific operating site, that must be indicated in the approved haulier security programme.
Insofar changes to a chapter of this security programme are made in the future, the date of change of the respective chapter shall be noted in the table of contents and the entire haulier security programme with the changes shall be submitted to the President of Civil Aviation Authority.







Chapter 1 – Contact details
1.1. Name, registered address and contact details of the haulier
1.1.1. Legal form of the approved haulier
(please choose one option)
☐ One-person company
☐ Civil law partnership
☐ Registered general partnership
☐ Professional partnership
☐ Limited partnership
☐ Limited joint-stock partnership 
☐ Limited liability company
☐ Simple joint-stock company
☐ Joint-stock company
1.1.2. Details of the approved haulier
(please fill in the table)
	Full name of the company
	Tap to enter text
	Place
	Tap to enter text
	Postcode
	Tap to enter text
	Street
	Tap to enter text
	Building number
	Tap to enter text
	Phone number
	Tap to enter text
	E-mail address
	Tap to enter text
	NIP [footnoteRef:1]number [1:  Tax Identyfication Number] 

	Tap to enter text
	REGON[footnoteRef:2] number [2:  National Business Registry Number] 

	Tap to enter text
	KRS[footnoteRef:3] number (commercial companies and partnerships only) [3:  National Court Register] 

	Tap to enter text


1.2. Person responsible for the implementation of the security programme of the approved haulier (security manager)
(please fill in the table)
	Name and surname of the security manager
	Tap to enter text
	Phone number
	Tap to enter text
	E-mail address
	Tap to enter text
	Name and surname of the deputy security manager
	Tap to enter text
	Phone number
	Tap to enter text
	E-mail address
	Tap to enter text



1.3. Self-presentation of the company
1.3.1. Types of cargo transported
(please mark the appropriate)
☐ Electronic devices
☐ Raw materials
☐ Industrial products, machinery and parts
☐ Building materials
☐ Dangerous goods (DGR)
☐ Food products
☐ Perishable goods
☐ Consumer goods (clothing, household appliances, furniture, toys, etc.)
☐ Live animals
☐ Medicine
☐ Other (please specify) Tap to enter text
1.3.2. Freight order
(please answer the following question by marking the appropriate answer)
Do you subcontract the transport of air cargo or air mail to which security controls have been applied to third parties?
☐ NO, the transport is carried out by the approved haulier
☐ YES, the transport is subcontracted to another approved haulier
☐ YES, the transport is subcontracted to a regulated agent
1.4. Operating sites
1.4.1. Operating sites in Poland
(If the approved haulier has operating sites in Poland different than indicated in point 1.1, please fill in the table. If the operating site is the same as indicated in point 1.1, please fill in the first row „location indicated in point 1.1”only.)
	
	Full address and contact details of the operating site
	Approximate number of employees on the site
	Type of operations carried out on the site (e. g. office service, fleet base/fleet depot)
	Approximate percentage share of activities carried out at the location (as a proportion of overall operations)

	1
	Location indicated in point 1.1.
	Tap to enter text	Tap to enter text	Tap to enter text
	2
	Tap to enter text	Tap to enter text	Tap to enter text	Tap to enter text
	3
	Tap to enter text	Tap to enter text	Tap to enter text	Tap to enter text
	4
	Tap to enter text	Tap to enter text	Tap to enter text	Tap to enter text


1.4.2. Operating sites in each Member State in the European Union other than Poland
Does the approved haulier conduct transport operations in another Member State of the European Union other than Poland?
☐ YES
☐ NO
Does the approved haulier have any operating sites in a Member State in the European Union other than Poland?
☐ YES (please fill in the table)
☐ NO
	
	Address and contact details of the operating site
	VAT [footnoteRef:4]number or commercial register number or business register number (including the name of the register) [4:  Value added tax] 

	Approximate number of employees on the site
	Type of operations carried out at the site (e. g. office service, fleet base/fleet depot)
	Approximate percentage share of activities carried out at the location (as a proportion of overall operations)

	1.
	Tap to enter text	Tap to enter text	Tap to enter text	Tap to enter text	Tap to enter text
	2.
	Tap to enter text	Tap to enter text	Tap to enter text	Tap to enter text	Tap to enter text
	3.
	Tap to enter text	Tap to enter text	Tap to enter text	Tap to enter text	Tap to enter text
	4.
	Tap to enter text	Tap to enter text	Tap to enter text	Tap to enter text	Tap to enter text
	5.
	Tap to enter text	Tap to enter text	Tap to enter text	Tap to enter text	Tap to enter text



Chapter 2 – Personnel
The personnel recruitment procedure and training are carried out in accordance with Chapter 11 of the Annex to Implementing Regulation (EU) 2015/1998, as described below.
2.1. Recruitment
The recruitment process of all recruited persons according to points 11.1.1 and 11.1.2 of the Annex to Implementing Regulation (EU) 2015/1998, that is the security manager of the approved haulier and persons recruited for the implementation of all security controls to air cargo and air mail, and the persons with unescorted access to air cargo and air mail, to which the required security controls have been applied, includes at least the written application and the interview stage designed to provide an initial assessment of abilities and aptitudes. 
Persons recruited for the implementation of security controls applied to air cargo and air mail must possess the skills and mental and physical abilities and aptitudes required to carry out their designated tasks effectively and shall be aware of the nature of the requirements at the beginning of the recruitment process.
These abilities and aptitudes shall be assessed during the recruitment process and before completion of any probationary period.
Recruitment and training records, including results of any assessment tests, must be kept for at least the duration of the contract.
2.2. Background check
A successful enhanced background check is required for the person responsible for the implementation of the security programme of the approved haulier (security manager), as indicated in point 1.2.
A successful background check is required for persons having unescorted access to air cargo and mail to which the required security controls have been applied, as well as for persons implementing protection from an unauthorised access and any other security controls in respect of that air cargo and mail. In accordance with applicable national rules a standard background check is carried out against persons taking part in transport of air cargo and air mail, to which security controls have been applied.
Shall a person fail a background check or the background check is withdrawn by the competent authority, the access and entry rights of the person are immediately withdrawn and this person will no longer be deployed for activities that require the successful completion of a background check.
The templates for the enhanced and standard background check forms are provided in Chapter 7, Attachment 2.
2.2.1. Enhanced background check
2.2.1.2. The approved haulier shall carry out an enhanced background check in relation to the security manager indicated in Chapter 1 of the security programme.
2.2.1.2. An enhanced background check shall:
1) establish the person's identity on the basis of documentary evidence;
2) cover criminal records in all states of residence other than Poland during at least the preceding 5 years, in which the person subjected to the check was staying continuously for 6 months or longer;
3) cover employment, education and any gaps longer than 28 days during at least the preceding 5 years;
4) cover intelligence and any other relevant information available to the competent national authorities that they consider may be relevant to the suitability of a person to work in a function which requires an enhanced background check.
2.2.1.3. Enhanced background check procedure:
1) An enhanced background check shall be completed before the person is allowed to perform duties which require the enhanced background check.
2) The person subjected to background check fills in a form that includes the following details:
a) Name and surname;
b) Series and number of identity document;
c) Information regarding all states of residence during at least the preceding 5 years, in which the person subjected to the check was staying continuously for 6 months or longer;
d) Information on employment, education and any gaps longer than 28 days during at least the preceding 5 years;
3)  Information from criminal records in all states of residence other than Poland during at least the preceding 5 years, in which the person subjected to the check was staying continuously for 6 months or longer, is attached to the background check form.
4) The filled background check form along with its attachments is subject to verification. The following information is verified:
a) Identity of the person subjected to the background check on the basis of documentary evidence;
b) Employment and education periods and any gaps longer than 28 days on the basis of documents provided (e.g. certificates of employment, school certificates, labour office certificates, etc.);
c) Periods that are not confirmed with documents are subject to verification on the basis of an interview with the person subjected to the background check and a written statement by the person subjected to the background check.
5) The approved haulier applies to the President of Civil Aviation Authority for information about negative premises or their lack, which includes:
a) Details regarding the person subjected to the background check, which include:
i) name and surname,
ii) father’s name,
iii) date of birth,
iv) citizenship,
v) sex,
vi) PESEL number, if the person subjected to the background check posesses one;
b) Type, series and number of identity document, on the basis of which the person’s identity has been confirmed;
c) Name and REGON of the haulier.
6) After receiving information on the lack of negative premises from the President of Civil Aviation Authority, date and result of the enhanced background check shall be written on the form (positive/negative).
7) Background check has a negative result when:
a) information on negative premises has been received
b) information on a sentence in a foreign state of residence for an offence adequate to the offences included in art. 189e(1) of the Aviation Law Act has been received
c) identity of the person cannot be confirmed or there is no information on the person’s employment, education and any gaps longer than 28 days during at least the preceding 5 years.
2.2.1.4. Enhanced background check shall be repeated every 12 months. Procedure of a repeated enhanced background check:
1) If the details included in the background check form have not changed, the person subjected to the background check confirms it on the form with the date and signature.
2) If the details have changed, the person subjected to the background check fills in the form again and attaches to it:
a) Information from criminal records in all states of residence other than Poland during at least the preceding 5 years, in which the person subjected to the check was staying continuously for 6 months or longer;
b) Documents confirming person’s employment, education and any gaps longer than 28 days, unless they have already been provided during the previous enhanced background check.
3) Information on the lack of negative premises remains valid for 5 years. During this period the Border Guards repeats the check of the person annually. Shall the Border Guards receive information on any negative premises, this information shall be passed on to the approved haulier through the President of Civil Aviation Authority.
4) The approved haulier re-applies to the President of Civil Aviation Authority for information on any negative premises not earlier than 4 months before the expiry of the information on the lack of negative premises.
5) The date and result of the repeated enhanced background check on the form (positive/negative).
2.2.1.5. Shall the enhanced background check result is negative, the person cannot perform duties for which the background check was carried out for.
2.2.1.6. The approved haulier:
1) Provides the President of Civil Aviation Authority with  information on any changes of personal details of persons subjected to an enhanced background check within 10 days of receiving the information.
2) Provides the President of Civil Aviation Authority with information on all persons who have been subjected to an enhanced background check, who have ended employment, realisation of tasks or have lost authorization for which the check is or has been required or on the lack of such persons by the 5th day of the month following the end of quarter which the information relates to.
2.2.2. Standard background check
2.2.2.1. The approved haulier shall carry out a standard background check on persons having unescorted access to air cargo and mail to which the required security controls have been applied, as well as for persons implementing protection and any other security controls in respect of that air cargo and mail. In accordance with applicable national provisions a standard background check is carried out against persons taking part in transport of air cargo and air mail, to which security controls have been applied.
2.2.2.2. A standard background check or the elements of an enhanced background check included in point 2.2.1.2. subsection 1,2,3 of an enhanced background check shall be carried out prior to referring the employee to the first training, which includes access to information that is not publicly available due to its sensitive nature in terms of security.
2.2.2.3. A standard background check shall:
1) establish the person's identity on the basis of documentary evidence;
2) cover criminal records in all states of residence during at least the preceding 5 years, in which the person subjected to the check was staying continuously for 6 months or longer;
3) cover employment, education and any gaps longer than 28 days during at least the preceding 5 years;
2.2.2.4. Standard background check procedure:
1) The person subjected to background check fills in a form that includes following details:
a) Name and surname;
b) Series and number of identity card;
c) Information regarding all states of residence during at least the preceding 5 years, in which the person subjected to the check was staying continuously for 6 months or longer;
d) Information on employment, education and any gaps longer than 28 days during at least the preceding 5 years;
2) Information from criminal records in all states of residence other than Poland during at least the preceding 5 years, in which the person subjected to the check was staying continuously for 6 months or longer, is attached to the background check form.
3) The filled background check form along with its attachments is subject to verification. The following information is verified:
a) Identity of the person subjected to the background check on the basis of documentary evidence;
b) Employment and education periods and any gaps longer than 28 days on the basis of documents provided (e.g. certificates of employment, school certificates, labour office certificates, etc.);
c) Periods that are not confirmed with documents are subject to verification on the basis of an interview with the person subjected to the background check and a written statement by the person subjected to the background check.
4) A standard background check  has a negative result when:
a) information on a sentence in Poland or a foreign state of residence for an offence adequate to the offences included in art. 189e(1) of the Aviation Law Act has been received
b) identity of the person cannot be confirmed or there is no information on the person’s employment, education and any gaps longer than 28 days during at least the preceding 5 years.
2.2.2.5. A standard background check shall be repeated every 3 years.
2.2.2.6. Shall the standard background check result is negative, the person cannot perform duties for which the background check was carried out for.

2.3. Categories of personnel and training
There are following categories of personnel which are subject to the relevant training specifications contained in the following points of the Annex to Implementing Regulation (EU) 2015/1998:
(please mark)
☐ a person responsible for the implementation of the security programme of the approved haulier (security manager): training in accordance with points 11.2.2, 11.2.5;
☐ a person directly supervising persons implementing security controls (supervisor): training in accordance with points 11.2.2, 11.2.4;
☐ personnel with unsupervised or unescorted access responsible for acceptance, transport, limited storage and delivery of air cargo or air mail to which security controls have been applied: training in accordance with point 11.2.3.9;
☐ personnel with supervised or escorted access responsible for collection, carriage, limited storage and delivery of air cargo or air mail to which security controls have been applied: training in accordance with point 11.2.7;
☐ personnel with no access to air cargo or air mail to which security controls have been applied, involved in the transport or limited storage thereof: training in accordance with point 11.2.7.
☐ a person with roles and responsibility related to cyber threats: training in accordance to point 11.2.8.
Recurrent training of personnel shall be carried out in accordance with point 11.4.3(a) of the Annex to Implementing Regulation (EU) 2015/1998.
According to § 15 section 1 point 11 of the National Aviation Security Training Programme, persons subjected to training according to points 11.2.3.9, 11.2.4, 11.2.5, 11.2.7 and 11.2.8, repeat the training:
- not less than once every 3 years, or
- if person’s competences have not been in use for over 6 months, before the person’s returning to duties related to security.
Training in accordance with point 11.2.2 is performed only once and is not require to be repeated.
The approved haulier shall assure that the personnel is trained in accordance with civil aviation security requirements mentioned above.
The personnel includes both the company’s own personnel and service providers staff deployed at the operating site.
The approved haulier ensures that an up-to-date list of the personnel referred to in this point and the relevant training records are made available to the President of Civil Aviation Authority on request at any time.
The security manager supervises the security training system to assure its accordance with the regulations. Timeliness and validity of the training sessions are subject to a particular supervision.
Additionally implementation of personnel training requirements is verified during internal quality control activities.
Chapter 3 - Transport and protection of air cargo and mail
When collecting, transporting or delivering air cargo or air mail to which security controls have been applied, the approved haulier shall ensure compliance with the requirements specified in points 6.5.2.1, 6.5.2.2 and 6.6 of the Annex to the Implementing Regulation (EU) 2015/1998 in its operations.
The approved haulier shall assure that:
a) in the areas and premises where operations and procedures are implemented, an appropriate level of security is ensured to protect identifiable air cargo and identifiable air mail in respect of which security controls have previously been applied
(please mark the solution)
☐ the area of operations is fenced and equipped with lockable entrance gates
☐ access control to the area where the operations are carried out is applied
☐ the area of operations is covered by monitoring
☐ premises where the operations are carried out are locked
☐ premises where the operations are carried out are covered by monitoring
☐ other solutions, specify: Tap to enter text 
b) all staff who performing transport of cargo and mail have received general security awareness training in accordance with point 11.2.7
c) all staff referred to in point (b) who are also granted unsupervised access to cargo and mail to which the required security controls have been applied, have received security training in accordance with point 11.2.3.9 and successfully completed a standard background check
d) identifiable air cargo and identifiable air mail to which security controls have been previously applied is protected from unauthorised interference or tampering
In order to ensure that consignments to which the required security controls have been applied are protected from unauthorised interference during the operations performed by the approved haulier, all the following requirements shall apply:
a) the consignments shall be packed or sealed by the regulated agent or known consignor so as to ensure that any tampering would be evident. Where this is not possible, alternative protection measures ensuring the integrity of the consignment shall be taken
b) the load compartment shall be searched immediately prior to loading and the integrity of that search shall be maintained until loading is completed
c) the cargo load compartment of the vehicle in which the consignments are to be transported is
(please put an „x” symbol in the appropriate box/es, which include the solution/s):
☐ uses their own numbered seals, access to which is controlled and numbers of used seals are registered;
☐ uses seals from a known consignor or a regulated agent;
☐ curtain sided vehicles shall be secured with TIR cords so as to ensure that any tampering would be evident;
☐ the load area of flatbed vehicles shall be kept under observation;
d) each driver shall carry an identity card, or passport, or driving licence. The card or the document shall be used to establish the identity of the person receiving or delivering the consignments
e) drivers shall not make unscheduled stops between collection and delivery. Where that is unavoidable, the driver shall check the security of the load and the integrity of locks or seals, or both, on their return. If the driver discovers any evidence of interference, they shall notify both their supervisor and the recipient of the air cargo or mail
f) transport shall not be subcontracted to a third party, unless the third party is itself an approved haulier or a regulated agent
g) no other services of handling air cargo (such as limited storage or protection) shall be subcontracted to any party other than a regulated agent.
3.2. Procedure in case of lack of protection of air cargo or air mail against unauthorised access
Where there is any reason to believe that the consignments to which the required security controls have been applied have not been protected in accordance with point 6.6 of the Annex to the Implementing Regulation (EU) 2015/1998, an employee of the approved haulier immediately informs the security manager and this information is immediately passed on  to the recipient of air cargo or air mail.
Air cargo and air mail that is suspected or in fact has not been protected in accordance with point 6.6 of the Annex to the Implementing Regulation (EU) 2015/1998, shall not be treated as cargo or mail from a secure supply chain and is subjected to security controls prior to being loaded onto an aircraft.
Chapter 4 - Limited storage/Transhipment of air cargo and air mail
The approved haulier:
☐Performs transhipment of air cargo and/or air mail
☐Does not perform transhipment of air cargo and/or air mail
During transhipment the air cargo and air mail are continuously supervised by the personnel subjected to a standard background check and trained in accordance with point 11.2.3.9.
Limited storage means the overall time strictly necessary for an approved haulier to perform the transhipment of cargo and mail from one means of transport onto the one used for the subsequent portion of the surface transport of that shipment.
For the purpose of the above definition „time strictly necessary”:
a) includes the time needed to carry out the related handling operations and complete the administrative formalities;
b) where logistically necessary, includes a brief storage of the consignment between the two means of transport, during which the consignment is kept protected from unauthorised interference in accordance with points 6.5.2, 6.6.1 and 6.6.2;
c) does not include any storage operations other than those referred to in point b), unless the haulier is also approved as a regulated agent.

The approved haulier:
☐ Performs limited storage
☐ Does not perform limited storage
During the limited storage the consignment shall be kept protected from unauthorised interference in accordance with points 6.5.2, 6.6.1 and 6.6.2 of the Annex to Implementing Regulation (EU) 2015/1998.
The approved haulier performs limited storage in accordance with the following rules:
1) The method of securing air cargo and air mail from unauthorised interference, to which security controls have been applied, during limited storage: (please mark the appropriate)
☐ Warehouse
☐ Container
☐ Box/cage/separate room
☐ Other method, please specify:Kliknij lub naciśnij tutaj, aby wprowadzić tekst.
2) Storage rules/procedures performed: (please mark the appropriate)
For securing the area of limited storage are used:
☐ Keys protected from unauthorised access
☐ Numbered and registered seals protected from unauthorised access
☐ Electronic access control
☐ Other method, please specify:
3) Where there is any reason to believe that a consignment to which security controls have been applied has been subject to an unlawful interference or has not been protected in accordance with points 6.5.2, 6.6.1 and 6.6.2 of the Annex to Implementing Regulation (EU) 2015/1998, it is not treated as cargo or mail from a secure supply chain and is subjected to security controls before being loaded onto an aircraft. In such case the information is immediately passed to the security manager and then immediately passed to the recipient of air cargo or air mail.
4) Where there is any reason to believe that a consignment to which security controls have been applied has been subject to an unlawful interference, it is not treated as cargo or mail from a secure supply chain and is subjected to security controls before being loaded onto an aircraft in accordance with point 6.7 of the Commission Implementing Decision C(2015) 8005.
In such case the information is immediately passed to the security manager and then immediately passed to the recipient of air cargo or air mail.
Detailed procedures in case of an unlawful interference are listed in Attachment 1 to the security programme.
Chapter 5 - Internal quality control conducted by the approved haulier
The approved haulier must carry out internal quality control regularly, in accordance with national requirements.
The approved haulier must indicate the person responsible for aviation security internal quality activities.
The approved haulier must ensure that the statutory requirements for the protection of air cargo or air mail to which security controls have been applied are complied with and that the procedures described in the security programme are up to date. To that end, the haulier must draw up an internal quality report.
Areas that are subject to internal quality control are listed in Chapter 7 in attachment 4.
5.1. Assessment of the security programme in terms of accuracy and currency of information included in it
The approved haulier keeps the security programme updated on the regular basis according to the National Civil Aviation Security Programme to ensure that his security programme includes information that is up-to-date and relevant to the type of the operations performed.
The security manager is responsible for the updates of the security programme. The security manager reviews the security programme once every 6 months to ensure that the information included in it is kept up-to-date and relevant, especially with regards to infrastructure used and procedures applied.
5.2. Civil aviation security control activities are condacted by an internal security quality control auditor, who supervises the implementation of security controls by the approved haulier and the relevance and accuracy of information included in the security programme.
Internal security quality control is conducted by the means of internal audits, internal inspections and internal tests.
Internal security quality control within a calendar year includes verification, by the means of internal inspections or internal audits, of all provisions regarding air cargo and air mail to which security controls have been applied, all provisions regarding personnel recruitment and all provisions regarding the training of personnel, as well as the implementation and maintenance of security culture in the organisation .
Tests are performed with regards to the protection of air cargo and air mail.
The approved haulier conducts an internal security quality control on a continuous and documented basis. Documentation is stored for a period of at least 3 years and includes information about the scope, results of the internal security quality control, implementation of corrective measures and the names and surnames of persons taking part in it.
The approved haulier immediately provides the President of the Civil Aviation Authority with information regarding confirmed deficiencies including the date of the control condacted, deficiencies and the date of implementation of a corrective action plan.
In order to monitor internal security quality control the approved haulier submits to the President of the Civil Aviation Authority an annual report regarding the internal security quality control conducted, by 31st of January each year for the previous year.
The approved haulier ensures that the documentation of internal security quality control is made available to the President of the Civil Aviation Authority on request at any time.
After the control, internal auditor draws up a report, including the type of control carried out, the scope of the activities,  the date and time of the control, the description of findings and existing deficincies , the classification of complaince , recommendations for remedial actions , names and surnames of the auditors and persons taking part in the activities as observators and the extent of implementation of the corrective action plan of the previous control, where appropriate.

The following classification of compliance is applied :
1) category 1 (fully compliant) – means that the security methods and measures applied are fully compliant with the requirements of security aviation provisions;
2) category 2 (compliant, but improvement desirable) –  means that the security methods and measures applied are compliant with the aviation security requirements  however,  full effectiveness of their application requires introduction of changes in the manner of their implementation;
3) category 3 (not compliant) – means that security methods and measures applied are not compliant with aviation security requirements, however,  the minor deficiencies identified due not have direct impact on the security of the controlled entity;
4) category 4 (not compliant, with serious deficiencies) – means that security methods and measures applied are not compliant with aviation security requirements  and the serious deficiencies identified have direct impact on the security of the controlled entity;
5) category 5 (not applicable) – means that the security methods and measures required by the legislation  have no application in the controlled entity;
6) category 6 (not confirmed) – means that security methods and measures required by the legislation have not been confirmed by objective reasons;
5.3. Frequency of security audits, tests and inspections
The approved haulier draw up an annual internal quality controls plan by 31st December each calendar year for the following year.
The annual internal security quality control plan is drawn up on the basis of risk assessment carried out by the approved haulier, including the type and the scope of aviation activities conducted, the number of locations and the criteria such as: outcome of civil aviation security quality controls, outcome of quality controls conducted by the European Union, the International Civil Aviation Organisation and the European Civil Aviation Conference auditors, and as well as the consequences of deficiencies found out in the entity’s security system.
Regardless of the outcome of risk assessment, at least 1 audit and 1 inspection is conducted within a calendar year alternately, i.e. an audit conducted in one year is follow by an inspection the following year. A test is carried out at least once a quarter.

Chapter 6 - Insider threat and security culture
6.1. Definition, aims and security culture policy
Insider threats are threats to the entity’s security resulting from deliberate actions of widely recognized personnel. Insider threats can involve:
1) behaviours of a criminal nature;
2) political, religious, ideological or other radicalisation, leading to extremism and using an act of terror as a form of transmitting personal beliefs and opinions;
3) terrorism.
6.2 Insider threats
An insider threat prevention system includes:
1) periodic background checks of personnel, in accordance with chapter 2 of the security programme;
2) activities promoting security culture and rising security awareness of personnel through distribution of leaflets amongst the personnel; template of the leaflet is included in attachement 5 to the security programme;
3) incident reporting system;
4) monitoring of the effectiveness of the security culture elements´ implementation through internal quality control activities in this area
The security manager is responsible for the coordination of implementation of measures preventing insider threats.
6.3. Incident reporting system
All security related incidents including insider threats, can be reported in the following ways:
1) Directly, verbally:
a) to the supervisor, who passes the information on to the security manager
b) to the security manager.
2) electronically: an e-mail to the following address: Kliknij lub naciśnij tutaj, aby wprowadzić tekst.
3) by phone, to the following number: Kliknij lub naciśnij tutaj, aby wprowadzić tekst.
4) by a paper document, submitted to: Kliknij lub naciśnij tutaj, aby wprowadzić tekst.
Personal details of persons who submitted the reports are accessible to persons receiving and analysing the reports only.
No action is taken to determine the identity of persons submitting an anonymous report, except from situations where the person reporting has admitted committing a crime.
All incident reports related to insider threats – regardless of their importance and nature – are stored due to the fact that their importance may be significant at a later time.
All reports, both anonymous and signed, are analysed. The security manager is responsible for analysing the reports and for initiating and coordinating of actions which are to be taken on the basis of the reports.
The analysis is carried out immediately after the report is received.
The report analysis results:
1) Shall the information indicate a real threat of unlawful interference, actions are taken in accordance with the procedures included in chapter 7 attachment 1 of the security programme;
2) Shall the information indicate a real possibility of a crime being committed, it is passed on to the security manager in order to make a decision on a possible submission of the notice to the local Police unit.
3) Shall the information indicate a high possibility of radicalisation of a personnel member, the security manager makes a decision to pass the information on to the local unit of the Internal Security Agency (ISA) and, in case of entities conducting aviation activity located in the territorial jurisdiction of ISA head office– also Anti-terrorist Centre (ATC) of the ISA.
4) Shall the information indicate an insufficient effectiveness of security procedures applied, the security manager carries out an analysis of a possibility for appropriate changes to be implemented.
In cases where the responsibility of specific persons is assessed, the entity shall focus on determining whether actions, negligence or decisions made were adequate to the experience and training, and not to the results of the incident.
Chapter 7 – National requirements, i.e. all information or regulatory documents established at a national level that the approved haulier shall comply with
Attachment 1 – Procedure to be followed in case of an act of unlawful interference and incident reporting 
Where there is any reason to believe that a consignment to which security controls have been applied has been subject to an unlawful interference, the haulier’s employee passes on the information immediately  to the security manager and the information is immediately passed on to the recipient of air cargo or air mail.
Where there is any reason to believe that a consignment to which security controls have been applied has been subject to an unlawful interference, it is not treated as cargo or mail from a secure supply chain and it is subjected to security controls before being loaded onto an aircraft in accordance with point 6.7 of the Commission Implementing Decision C(2015) 8005.
In case of a confirmed fact that a consignment has been subject to an unlawful interference and an act of crime is suspected to have been committed, Police is immediately informed.
All security related incidents including:
a) Theft of a vehicle transporting identifiable air cargo,
b) Disappearance of an employee/ co-worker,
c) Conscious and deliberate failure to comply with civil aviation security provisions ,
d) Revealing information that is important in relation to civil aviation safety to public,
e) Cyberattack on systems exploited by the approved haulier,
f) Identifying an excessive interest of unauthorised persons in the approved haulier’s facilities,
g) Attempts to hire persons who come from environments suspected to have connections with organisations of terrorist, extremist or criminal nature
- are reported to Anti-terrorism Center of the Internal Security Agency and Civil Aviation Authority.
Information regarding any civil aviation security incidents is passed immediately to the following e -mail addresses: dso@abw.gov.pl (Anti-terrorism Center of the Internal Security Agency) and zk@ulc.gov.pl (Crisis Management Department CAA).

Attachement 2 – Standard and enhanced background check form templates


Attachment 3 – List of subcontractors with scope of the contract and contact details of subcontractor’s security manager
	
	Name of the subcontractor
	Status (Regulated Agent or Approved Haulier)
	Scope of the contract
	Remarks

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	



Attachment 4 - Areas that are subjected to internal quality control activities
AREAS THAT ARE SUBJECT TO INTERNAL QUALITY ASSURANCE IN APPROVED HAULIER
	ENTITY DETAILS
	

	Name/ name and surname
	

	Compatibility of the entity’s legal form indicated in KRS/NIP/REGON/VAT on the date of inspection/audit with the legal form indicated in the decision of the President of Civil Aviation Authority designating the entity as an approved haulier
	

	Compatibility of KRS/NIP/REGON/VAT numbers on the date of inspection/audit with numbers provided in the security programme
	

	Headquarters address
	

	Location address
	

	Unique numerical identificator
	

	Active entity status in KSDA2
	

	SECURITY MANAGEMENT
	

	Security programme (approval, up-to-date and relevant to the type of operations performed)
	

	Declaration of approved haulier’s obligations
	

	Assignment of person responsible for security, i.e. security manager
	

	Implementation of internal quality control system
	

	RECRUITMENT
	

	Implementation of recruitment process (written application, interview, qualification tests, candidate’s predispositions and skills assessment, trial period, storage of recruitment documentation, verification of documents confirming employment and education)
	

	Enhanced background check of the security manager – procedure and realisation (including gaps exceeding 28 days)
	

	Standard background checks of the personnel – procedure and realisation (including gaps exceeding 28 days)
	

	TRAINING
	

	Trainings dedicated for security manager – 11.2.2, 11.2.5
	

	Training dedicated for personnel taking part in transport of cargo and mail – 11.2.7
	

	Training dedicated for personnel taking part in transport, who have been granted unescorted access to cargo and mail, to which security controls have been applied – 11.2.3.9
	

	Training dedicated for supervisors – 11.2.4 (if applicable in the entity)
	

	Training dedicated for persons with roles and responsibility related to cyber threats – 11.2.8 (if there are critical aviation systems of informative-communicational technology or data in the entity)
	

	Storage of training documentation
	

	ACCEPTANCE PROCEDURES
	

	Driver providing a document confirming identity at collection or delivery
	

	Verification of lack of tempering of cargo and/or mail and protection means if they are used
	

	Search of cargo compartment and maintenance of its integrity during loading and until the cargo compartment is secured after loading is completed
	

	MEASURES ENSURING PROTECTION OF AIR CARGO AND/OR AIR MAIL
	

	Access control
	

	Locks/numbered seals, register of used seals, protection of seals
	

	Transhipment (if applicable) – rules and procedures
	

	Limited storage (if applicable) – rules and procedures
	

	PROCEDURES USED IN CASE OF SECURE SUPPLY CHAIN BREACH
	

	SECURITY CULTURE
	

	Implementation of security culture in the entity
	



Attachment 5 – Flyer  „Be vigilant”

